Objective

Statement of Work for Primary Internet Service Provider
U.S. Embassy Bangkok

The Comptroller and Global Financial Services

The Comptroller and Global Financial Services Bangkok (CGFSB) require an Internet connection

with full 50Mbps international bandwidth. This connection requires a reliable provider that

provides dedicated leased circuits to access the Internet for a minimum of 12 months.

Scope of work

The Internet Service Provider (ISP) provides all labor, materials, tools, equipment, supervision and

other related items required to complete this installation as per scope of work, specifications and

without interruption to the current connection. ISP may be required to visit the site, verify the

existing site conditions to develop their proposal.

Details of work performance:

1. Internet Services Quality.

a.

Internet Service Provider (ISP) must provide a primary dedicated leased line
access to the Internet; data transport media within the city must be Fiber
Optic (FO). Further, Fiber Optic transport should be provided wherever
possible in the routing of CGFSB traffic. Twenty-four (24) hours uplink. ISP
connection must be "always on” and must not require the installation of any
custom software on the client side.

ISP must provide a backup dedicated leased line that can adjust to the same
speed with the primary leased line. This backup leased line must be provided
by the different media provider than the primary leased line provider.

ISP digital bandwidth is the amount or volume of data that may be sent and
received through the channel at the same time, measured in Megabits per
second (Mbps), without distortion. Required Bandwidth connection is
50Mbps.

For Internet Services, ISP must guarantee full contracted bandwidth
availability twenty-four (24) hours per day, seven (7) days per week, and
three hundred sixty-five days per year (24X7X365) from the originator side to
the ISP’s internet gateway. Bandwidth sharing between other non-U.S.
Embassy customers is not allowed.

Internet Service or data service transmission from an end user towards the
remote server is referred as upstream; and in reverse direction is referred to
as downstream; and a transmission from ISP Contention Ratio
(upstream/downstream) must be 1:1.



ISP must provide excellent Quality of Service (QOS) for the connection, that
represents the level of consistent upload/download capacity provided to the
Internet gateway, must be the highest QOS percentage possible but, at
minimum, greater than 99.97% or the highest possible quality of service
connection reaching 100%.

ISP must permit the transit of all Internet Protocols (IP) (especially IPSec), all
User Datagram Protocol (UDP), and all Transmission Control Protocol (TCP) .
Filters or stateful inspections must not be established, connected, or
introduced by the ISP for any CGFSB channels. If there are any existing filters,
stateful inspections, restrictions, or proxies, they must be identified, and
removed prior to lease line circuit installation.

ISP Round Trip Time (RTT) reports the total time in milliseconds (ms) time to
send a small data packet and obtain a reply from the distant end must be less
than 330ms to IP 169.252.1.29.

ISP must permit installation of Customer VPN encryption devices on the
circuit.

2. Network Identification.

a.

ISP must provide a minimum of sixteen (16) public, internet routable, static
addresses from their network operations center on a single subnet for the
CGFSB Internet services. This requires a masking block from subnet of /24
through /28 (i.e./24, /25, /26, /27 or /28), and this subnet can be used for
creating static route to any specific ISP’s upstream provider.

ISP must provide all systems hardware (i.e. antennas, power supplies, cabling,
mounting brackets etc.) required to fulfill this and all other requirements.

3. Network Devices.

a.

The network devices shall comply with the following characteristics:
i. Services provided by ISP must be delivered with RJ-45 interface
connectors with a 10/100base-T interface.
ii. ISP must provide routers and Data media converters or transmission
devices in all cases.
iii. Telnet should be disabled on all ISP devices, instead SSH should be
used to manage devices.

4. Service Support and contingencies.

a.
b.

C.

ISP must warrant service support on a 7X24X365 basis.
ISP must warrant service support on site if necessary, on a 7X24X365 basis.
Expected service availability and reliability must be at minimum 99.8%.

ISP must provide online web access to data traffic analysis graphs capabilities.
Graphs must be updated daily and must retain traffic history behavior for at
least one year.



Delivery of service
e ISP will complete the installation and commissioning at CGFSB’s premises before June 7,

2020.

Period of Performance

June 15, 2020 to June 14, 2021.

Payment Conditions

The vendor should comply with the terms of payment, that is 30 days credit. Financial Section will
transfer the payment to the vendor within 30 days after receiving invoice.

*****************End Of Statement Of Work**************
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