PR9293080 — CGFS/GSO — Data Cartridges and Internet Network Security Equipment

STATEMENT OF WORK — CGFS/GSO — Data Cartridges and Firewall Hardware

Purpose: To provide Data Cartridges and Internet Network Security Equipment

Data cartridges

Quantity: 160 Cartridges

Specifications

All cartridges must be same brand and model

Cartridges must come with custom barcode label, start from OP8001 to OP8160
Cartridges must be compatible with Hewlett Packard Enterprises LTO-8 Ultrium drive
Read Speed 700 MB/sec

Tape Length 960 m

Media Format Re-writable

Below brand and model meet our requirement

HPE LTO-8 30TB RW Cust Lbl 20 Crtg, P/N: Q2078AL

**Sellers are allowed to submit quotations for alternate items, provided those items meet all
of the salient physical, functional, or performance characteristics specified by this
solicitation.**

Compact fanless desktop form factor security equipment

Quantity: 1 Set

Specifications

2 GE RJ45 WAN

1 GE DMZ Ports

7 GE RJ45 Internal Ports

No Wireless interface

1 USB Port

1 Console Port

Support Active/Active configuration

Firewall Throughput (1518 / 512 / 64 byte UDP packets) 3 Gbps or more
Firewall Latency (64 byte UDP packets) < 3 ps

Firewall Throughput (Packets Per Second) 4 Mpps or more

Support Secure SD-WAN (Software defined WAN) and Fortigate Next Generation

Firewall (NGFW)
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- Include one year UTM bundle, (Antivirus, Antispam, Botnet, Content Disarm &
Reconstruction, FortiSandbox Cloud, IP/Domain Reputation, IPS, Mobile Security, NGFW
Application Control, Virus Outbreak Protection, Web Filtering, and 8x5 FortiCare).

Below brand and model meet our requirement
- FG-60E Box bundle with 1 YR (24x7) Bundle UTP/UTM, P/N: FG-60E-BDL-950-12

**Sellers are allowed to submit quotations for alternate items, provided those items meet all
of the salient physical, functional, or performance characteristics specified by this
solicitation.**

Compact fanless desktop form factor security equipment
Quantity: 2 Sets
Specifications

2 GE RJ45 WAN

1 GE DMZ Ports

7 GE RJ45 Internal Ports

- No Wireless interface

- 1 USB Port

1 Console Port

Support Active/Active configuration

Firewall Throughput (1518 / 512 / 64 byte UDP packets) 3 Gbps or more
Firewall Latency (64 byte UDP packets) < 3 ps

Firewall Throughput (Packets Per Second) 4 Mpps or more

Support Secure SD-WAN (Software defined WAN) and Fortigate Next Generation

Firewall (NGFW)

Include one year 8x5 FortiCare.
Below brand and model meet our requirement

- O0E for 1 Year
10 x GE RJ45 ports (including 7 x Internal Ports, 2 x WAN Ports, 1 x DMZ Port),
P/N: FG-60E

- 24x7 FortiCare Contract, P/N: FC-10-0060E-247-02-12

**Sellers are allowed to submit quotations for alternate items, provided those items meet all
of the salient physical, functional, or performance characteristics specified by this
solicitation.**
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Terms and Conditions

Specification Requirements

- Specification sheet of all item are required for this request for technical evaluation, it
needs to be submitted along with the quotation within advertisement period.

Payment Terms

- Credit 30 days after delivery. The payment will be made by Electronic Fund Transfer
(EFT) to the awarded vendor’s bank account.

Local VAT Exemption

- VAT Exemption document will be processed through Ministry of Foreign Affairs for the
order which has the total price excludes VAT at or more than 5,000 THB for local VAT
registered contractor under Section 82/3 of Thai Revenue Code only. The contractor will
receive the document within 150 days after award the order.

Period of Performance
- All item must be delivered at American Embassy Bangkok within 30 days after award.
Shipping Instruction

- Prospect vendors must indicate the point of origin for the shipment of goods. Please
provide quotation with firm-fixed shipping charges to following terms.
O DDP (Delivery Duty Paid) Door-to Door —f.o0.b. destination — shipping charges to
our Receiving Office in Bangkok
O Address: American Embassy, 120 Wireless Road, Lumpini, Pathumwan, Bangkok
10330

**For the vendor whose point of origin for the goods is outside of Thailand. Quoted price
must include all clearance and potential demurrage costs, door to door.**

End of Statement of Work
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